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Hidden In Plain Sight
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25+ Years Experience in:
• Ethical Hacking
• Pentesting
• DFIR
• Incident Response

• International Instructor for 
Different Law Enforcement 
Agencies and Companies 
around the world

• Colombian Army Veteran



An OSINT collection is conducted to gather
information on a specific target or topic.
OSINT investigations can be conducted on 
companies or individuals.
Many companies, employees or individuals are 
not aware of the sensitivity and importance of 
the information they publish and how this 
information can be used by various actors.

What is OSINT Used for?



What can we Obtain?

• Infrastructure (IP Addresses, Existing Networks, Open Ports, 
Domains, Subdomains)

• WEB Presence

• Business Partners

• Service Providers

• Operating Systems and their respective versions

• Software Used and their respective Versions

• Antivirus / Antimalware

• Geographical Locations

• Employees

• Former Employees

• Email Addresses

• Telephone Numbers

• Etc......

Corporative Information:



What can we Obtain?

Personal Information:

• Social Networking
• Email addresses
• Full name(s)
• Company or entity where you work 

(Position, Area, Influence, etc.)
• Related companies or entities
• Telephone numbers
• Addresses, relatives, friends
• Passwords
• Sports you practice
• Properties
• Vehicles
• Likes, habits, hobbies
• Etc.....



OSINT Planning

How to get Started?

Where to start the process is one of the first 
hurdles we will face, but using a simple 
methodology such as Gap Analysis, we can 
easily orient ourselves;



OSINT Sources

https://medium.datadriveninvestor.com/open-source-intelligence-osint-101-d96f47ff2ff1



What areas exist on the Internet?

Image Credit : elixirofknowledge
https://www.elixirofknowledge.com/2016/07/dark-web.html

http://www.elixirofknowledge.com/2016/07/dark-web.html


Surface WEB and Search Engines

In our daily life we interact with the Surface WEB, 
which is also called Clear WEB; in order to find 
information, we can use traditional search engines 
such as:

• https://www.google.com
• https://www.bing.com
• https://www.yahoo.com

https://www.google.com/
https://www.bing.com/
https://www.yahoo.com/


Always use different engines and compare results.

Search Engines

Traditional search engines have different indexing algorithms oriented to the Surface 
WEB, which offer different results.



Advanced search engine tools

Some search engines allow you to program and filter 
searches so that they automatically inform you 
about new results that are found following certain 
guidelines. For example, Google Alerts.

https://www.google.com/alerts

https://www.google.com/alerts


Example: intitle:"index of" accounts.xml

This query generates a list of 
pages that have the 
accounts.xml directory 
exposed in a listable 
directory.

Google Operators



Additional refinement parameters

Parameters Explanation

Spaces indicate "and/or" "secpro cybersecurity" = "secpro and cybersecurity" and "secpro or 
cybersecurity"

AND “Secpro and cybersecurity”

OR “Secpro or cybersecurity”

NOT or "-” to erase results Used to eliminate results "Not Secpro Cybersecurity" or "-Secpro
Cybersecurity" = No results for Secpro but results for Cybersecurity.

"*” Look for anything that comes after an initial parameter; 
"Cyber*", it would search for: cybernetics, cyberwarfare, cyberdefense, etc.

quotation marks "" Search for the exact phrase "david pereira hacker". 

To give more relevance to a term: ^ secpro^4 Cybersecurity

$ Search Price of an item , for example: playstation5 $500



Dorks useful for different Search Engines

Dorks Listing for Different Search Engines
Parameter Description Google

Duck D. 
Go Yahoo Bing

cache:[url] Displays the Cached version of the selected page. ✓
define: Definition of the requested based on Google Dictionary. ✓
related:[url] Search for web pages similar to the selected one. ✓
site:[url] Limit the search to a specific page. ✓ ✓ ✓ ✓

intitle:[text] or 
allintitle:[text]

Find pages with a certain word (or words) in the title. In Bing you have to put a space 
between the (:) and the word to be searched. Allintitle is used to search for several 
words at the same time. ✓ ✓ ✓ ✓

inurl:[text] or 
allinurl:[text] Find pages with a certain word (or words) in the URL. ✓
filetype:[extension] 
o ext:[extension] Search for specific file types; e.g. filetype:doc, filetype:pdf - site:dian.gov.co filetype:xls ✓ ✓ ✓
intext:[text], 
allintext:[text], 
inbody:[text]

Search for specific text on a page; for Bing and Yahoo the query is: inbody:[text]. For 
DuckDuckGo the query is intext:[text]. For Google the query is intext:[text] or 
allintext:[text]. ✓ ✓ ✓

inanchor:[text] Search for web pages with links to the specified words. ✓



Dorks useful for different Search Engines

Dorks Listing for Different Search Engines
Parameter Description Google

Duck D. 
Go Yahoo Bing

location:[ISO 
code] o loc:[ ISO 
Code], 
region:[Region 
code]

Search for information about a specific location by word or iso code: 
https://en.wikipedia.org/wiki/ISO_3166-1 ✓ ✓

contains:[text] Search for sites that contain links to specific file types e.g. contains:pdf ✓
altloc:[ISO Code] Search by location and language (e.g. pt-us or en-us). ✓
feed:[Example: 
rss] Find RSS feeds related to a specific topic. ✓ ✓ ✓
ip:[IP address] Find sites hosted on a specific IP. ✓
language:[languag
e code] Delivers sites created in the specified language. ✓ ✓
book:[title] Search for books related to the words consulted. ✓
weather: Displays the weather in a specific city: weather:bogotá ✓
map:[Location] Displays the geographic map of the selected location ✓
linkfromdomain:[
url] Displays sites whose links are mentioned in the specified URL (May Fail) ✓



Google hacking database (GHDB) is a project in charge of storing and keeping
updated a series of queries in Google which provide interesting information about
potential targets; this type of queries are called Google dorks.
The term dorks initially referred to a foolish or inept person disclosed by Google
(Johny Long, DEFCON13).
Link to GHDB: https://www.exploit-db.com/google-hacking-database

Google Hacking Data Base (GHDB)

https://www.exploit-db.com/google-hacking-database


Meta search engines

Meta search is a web-based service that aggregates 
data from various search engines. A meta search 
engine does not have a database of indexed pages of 
its own. Instead, it submits a user's queries to several 
search engines and combines the top results from 
each into an overall list.

Some important features are:
• Grouping of search results
• Suggestions of related terms
• Can be focused on specific topics such as images, 

business, etc. 



Meta search engines

The key to obtaining good results is to have enough keywords to 
be able to narrow down the search.

Example of differences in results when searching for keywords: 
• David Pereira
• David Pereira Cybersecurity

Meta search engines:

http://www.etools.ch/search.do
https://www.startpage.com/
https://www.metacrawler.com/
https://www.alltheinternet.com/

HTML Tool : Metasearch.html

http://www.etools.ch/search.do
https://www.metacrawler.com/
https://www.alltheinternet.com/


OSINT to IT Infrastructure / 
Enterprises



Download Web Sites

HTTRACK
https://www.httrack.com/

Tool that allows you to completely 
download a WEB site;

$ webhttrack &

https://www.httrack.com/


HASH of Files and Folders

In some investigations it is necessary to be able to 
demonstrate the integrity of the evidence and the non-
alteration of the data collected; therefore we must use 
HASH generation tools for this purpose;
As a Hash Algorithm we recommend SHA256.
Since the level of collision is minimal.
Tools:
https://www.nirsoft.net/utils/hash_my_files.html
• sha256sum

https://www.nirsoft.net/utils/hash_my_files.html


Metadata

Every digital file in the world contains in its interior, information related 
to:
• File Name
• Description 
• Creation Date
• Modification Date
• Date of last access;
In some file types we add:
• User who created it
• Last user who accessed it
• Printing Date
• Editing Tool
• Geolocation
• Device used to create it
• Among others
This information is called metadata.



OSINT of Metadata in OLE Files

In OLE (Object Linked and Embedded) document files, i.e. Microsoft documents (doc, xls, ppt).

Mainly we will find depending on the type of file:
Possible Metadata in an OLE File

Title

Topic

Type

Author

Business / Company

Status

Date and time of creation

Last modification date and time

Number of pages

Last recorded by:

Last printed on: 



Metadata Search

In Kali Linux:
$ metagoofil.py -d alibaba.com -t xls –f

https://github.com/decalage2/oletools
$ olemeta *.xls |more



Metadata

Exiftool
This tool can also be used in 
command line like this:
Exiftool file.jpeg

Examples:
https://exiftool.org/examples.html

https://exiftool.org/examples.html


Reverse DNS Data 

TIP
Reverse WHOIS data finds

the domains registered to a 
person or email address.

This is a terrific OSINT 
technique to identifify
other less- well- knwn

targets to attack. https://viewdns.info/

https://viewdns.info/


Subdomains Enumeration

SSL Certificates 
Enumeration 
Certificate Transparency Logs
• Subcert: https://github.com/A3h1nt/Subcert

• $/opt/subcert/subcert.py

• https://crt.sh/

https://github.com/A3h1nt/Subcert
https://crt.sh/


SNI - (Server Name Indication)

https://www.ssl2buy.com/wiki/server-name-indication-sni-use-multiple-ssl-on-a-single-ip



SNI - (Server Name Indication)

https://www.globalsign.com/en/blog/what-is-server-name-indication



Subdomains Enumeration

SSL Certificates Enumeration 
Subject Alternative Name (SAN)

• Structured  list that includes all the Domain Names and IP addresses protected by a Certificate

• $ true | openssl s_client -connect example.com:443 2>/dev/null | openssl x509 -noout -text | perl -l -0777 -ne 
'@names=/\bDNS:([^\s,]+)/g; print join("\n", sort @names);'



Border Gateway protocol – Autonomous System

EBGP

AS 500

IBGP

AS 600

EB
GP

AS 700



Subdomain Enumeration

• ASN Enumeration
• Autonomous System Numbers are given to big networks for 

large Companies; 
• These ASN’s allow an attacker to detect IT Infrastructure
• Tools: 

• https://www.robtex.com/
• https://bgp.he.net/
• Amass https://github.com/OWASP/Amass

• $ amass intel -asn 1705
• https://nmap.org/nsedoc/scripts/targets-asn.html

• nmap --script targets-asn --script-args targets-asn.asn=1100

https://www.robtex.com/
https://bgp.he.net/
https://github.com/OWASP/Amass
https://nmap.org/nsedoc/scripts/targets-asn.html


Search for devices and services -> AS

Robtex

Robtex uses various sources to gather public 
information about IP addresses, domain names, 
hostnames, autonomous systems, routes, etc. 
It then indexes the information in a large database and 
provides free access to them.  
It aims to be the fastest and most comprehensive free 
DNS lookup tool on the Internet.
https://www.robtex.com/
https://www.robtex.com/dns-lookup/secpro.co#dnsrel

https://www.robtex.com/
https://www.robtex.com/dns-lookup/secpro.co


Search for Infrastructure Information

Netcraft Site Report

Netcraft is a UK-based Internet services company
that provides Internet security services, including
cybercrime detection, application security
testing and automated vulnerability scanning.

https://sitereport.netcraft.com/

https://sitereport.netcraft.com/


Search for Technologies Information

BuiltWith

https://builtwith.com/

https://builtwith.com/


Search for devices and services

Shodan
Shodan is the search engine for everything on the 
Internet. While Google and other search engines 
only index the web, Shodan indexes almost 
everything else: webcams, water treatment 
facilities, yachts, medical devices, traffic lights, 
wind turbines, license plate readers, smart TVs, 
refrigerators, everything connected to the Internet 
https://www.shodan.io/.
Examples of searches:
• port:”5060" modbus
• product:”checkpoint"

• product:"kubernetes"

• hostname:”dian.gov.co"
• host:”180.10.10.10"

https://www.shodan.io/


Zone transfer

Zone transfer is a technique that 
exploits errors in the 
configuration of a DNS server to 
impersonate a new server and 
extract all records from a 
vulnerable DNS server.



@davidpereiracib
https://www.youtube.com/user/dfpluc2

https://www.linkedin.com/in/davidfpereira/

David Pereira

Thank You!!!


